import requests
import time

# Configure these values according to your environment
bmc_ip = 'your_bmc_ip'
systems_endpoint = '/redfish/v1/Systems/System.Embedded.1'
actions_endpoint = f"{systems_endpoint}/Actions/ComputerSystem.Reset" # This might need adjustment
status_url = f"https://{bmc_ip}{systems_endpoint}"
action_url = f"https://{bmc_ip}{actions_endpoint}"

auth_header = {
    'Content-Type': 'application/json',
    'Authorization': 'Bearer auth_token'
}

# Consider verifying SSL in production
requests.packages.urllib3.disable_warnings()

def get_power_state():
    try:
        response = requests.get(status_url, headers=auth_header, verify=False)
        if response.status_code == 200:
            data = response.json()
            power_state = data.get('PowerState')
            return power_state
        else:
            print(f"Failed to get power status. Status code: {response.status_code}")
            return None
    except requests.RequestException as e:
        print(f"Request failed: {e}")
        return None

def power_off_host():
    payload = {"ResetType": "GracefulShutdown"} # Use "ForceOff" if immediate power off is needed
    try:
        response = requests.post(action_url, headers=auth_header, json=payload, verify=False)
        if response.status_code in [200, 204]:
            print("Power off initiated successfully.")
            return True
        else:
            print(f"Failed to initiate power off. Status code: {response.status_code}")
            return False
    except requests.RequestException as e:
        print(f"Request failed: {e}")
        return False

def wait_for_power_off(timeout=300, interval=10):
    start_time = time.time()
    while (time.time() - start_time) < timeout:
        power_state = get_power_state()
        if power_state == "Off":
            print("Host is powered off.")
            return True
        elif power_state:
            print(f"Host power state is {power_state}, waiting for 'Off' state...")
        else:
            print("Unable to retrieve power state.")
        time.sleep(interval)

    print("Timeout waiting for host to power off.")
    return False

# Attempt to power off the host before waiting for it to power off
if power_off_host():
    if wait_for_power_off():
        print("Proceeding to the next step.")
    else:
        print("The host has not powered off as expected.")
else:
    print("Failed to initiate power off. Check BMC connectivity and credentials.")
